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Service Description: Optus API Connect
This Service Description forms part of Optus’ Standard Form of Agreement pursuant to the Telecommunications Legislation, where applicable.

Contract Structure

1. General Terms

The Optus General Terms set out the standard terms and conditions applicable to the Service and are available on the Optus website at:

https://www.optus.com.au/content/dam/optus/documents/about-us/legal/OptusOE-GeneralTerms.pdf.

2. Service Description

2.1 The Service Description for a given product or service comprises the following Parts:

(a) Part 1: Service Family Terms; and 

(b) Part 2: Service Terms.

3. Contract Documents

3.1 Notwithstanding anything in the General Terms, the Agreement comprises:

(a) the Service Terms;

(b) the Service Family Terms;

(c) the General Terms; 

(d) the Application or Statement of Work, as the case may be;

(e) the Standard Pricing Table;

together the “Contract Documents”.

4. Interpretation

If there is any inconsistency between the terms of the Contract Documents that form the Agreement, they will be interpreted in the order specified in the General Terms.

5. The Agreement 

The Optus API Connect Services are supplied by Optus Networks Pty Limited (ABN 92 008 570 330), an Optus Group Company. You agree that in purchasing the Service, you have understood and accepted the Contract Documents.

Service Family Terms
Optus API Connect
1. Service Family Terms

Service Description

1.1 Optus API Connect is a cloud-based Communications Platform as a Service (CPaaS) solution that enables businesses to embed advanced communication capabilities into their applications and workflows. The service provides API-driven integration of Messaging, Voice, SMS, Chat, Video, Advanced Routing and other CPaaS features. This is achieved via a third-party cloud-based platform via various application program interfaces (“APIs”) and a telecommunications service (an “Access Link”). 

Functionality & Features

1.2 Optus API Connect delivers a scalable and programmable communications infrastructure. The key capabilities include:

· Omnichannel Messaging: Enables SMS, MMS, RCS, and messaging through chat apps via unified APIs.

· Voice & Video Communication: High-quality voice and video interactions with programmable call flows, IVR, call recording, and conferencing.

· Programmable SIP & WebRTC: Flexible cloud-based SIP trunking and real-time browser-based communications.

· Advanced Call Routing & Number Masking: Intelligent call handling, number masking for privacy, and geographic number assignment.

· Authentication & Security APIs: Implements two-factor authentication (2FA), voice-based security measures, and fraud prevention techniques.

· AI-Powered Automation: Use AI-enabled virtual assistants, conversational bots, and speech analytics for enhanced service delivery.

· Enterprise-Grade API Management: Reliable, scalable, and compliant API infrastructure supporting high-volume interactions with built-in monitoring and analytics.

Scope of Service

1.3 Optus API Connect is designed for businesses across various industries, including:

· Retail & E-commerce: Automated customer notifications, order tracking, and chatbot interactions.

· Healthcare & Telemedicine: Enable private patient communications, appointment reminders, and video consultations.

· Financial Services: Implement reliable voice authentication, real-time fraud detection, and banking notifications.

· Logistics & Transport: Automate dispatch communications, real-time tracking updates, and driver-passenger interactions.

· Government & Enterprise: Compliant communications for emergency alerts, service notifications, and collaboration tools.

The service can be used for internal business applications or external customer engagement.

2. Service Options

2.1 Currently available: Optus API Connect Service (the “Service”)

3. Service Provisioning

Service provision

3.1 Your Application will contain your selected Service option, the charges and any applicable service features and characteristics. 

3.2 As part of the provisioning process, you will also need to complete a provisioning form. The provisioning form may include a Target Service Start Date.

3.3 Optus will use reasonable endeavours to meet the Target Service Start Date however Optus does not make any warranty, representation or guarantee as to the accuracy of this date. 

3.4 In order to help ensure that the Service is provisioned by the Target Service Start Date, you must make available all appropriate resources in a timely manner to enable the completion and user acceptance testing of the Service to ensure that the Target Service Start can be achieved. 

3.5 If service provisioning is delayed due to your failure to take all reasonable steps in supporting the provisioning process or your failure to provide all requested information, Optus may, at its option:

3.6 withdraw its acceptance of your Application and cancel your Service(s); or

3.7 commence charging for the Service from the Target Service Start Date.

Service Start Date 

3.8 The Service Start Date is deemed to occur on the earlier of:

(a) the go-live date for the Service notified by Optus to you or your Authorised Representatives; 

(b) the date on which Optus first provides your users with access to the service; 

(c) the date on which you or your users first access and/or consume the services; and

(d) where the service is provided in phases or agreed milestones, on the date of commencement of the first phase or milestone.

4. Service Management
4.1 The standard Service Management components consist of the following base service features:

· Service Desk Support;

· Incident Management & Fault Reporting;

· Service Maintenance;

· Service Requests; and

· Service Transition.

4.2 A description of each of the Service Management components and related terms are set out in the Optus Service Management Service Description at:

https://www.optus.com.au/about/legal/standard-forms-agreement/business/service-management 

4.3 The response and restoration service levels for the Service Management components are set out in the Service Terms.

5. Fault Reporting
5.1 As soon as you become aware of any fault in the Service, you must report that fault to Optus as soon as is reasonably practicable. 

5.2 Before reporting a fault to Optus, you must take all reasonable steps to ensure that the fault is not attributable to an Excluded Event. If Optus determines that the fault is attributable to an Excluded Event, Optus may charge you for reasonable costs incurred in the investigation and if you require, rectification of the fault attributable by the Excluded Event.

5.3 Where a fault occurs and Optus determines that the fault is an Excluded Outage, Optus will restore the Service as soon as is reasonably practicable. The Fault will be rectified when Optus notifies you that the Excluded Outage has been rectified.

5.4 Where a fault occurs and Optus determines that the fault is an Interruption, Optus will use reasonable endeavours to restore the Service in accordance with the Service Level set out in this Service Description. The fault will be deemed to be rectified when Optus notifies you that the Interruption has been rectified.

6. Software, Systems and Equipment
6.1 Systems and Equipment: you must arrange for your own Access Link and API integration to access or connect to the Service. You are liable for your Access Link and API integration.

6.2 Third party goods or services: Optus is not liable to you for any goods or services provided directly to you by any third party or any act or omission related or associated with any such third party goods or services. 

7. Liability
7.1 To the extent permitted by law:

(a) Liability for your Loss regarding third party software or services on-supplied by Optus as a direct right of use from a Third Party Service Provider, whether in contract, tort (including negligence), statute, under an indemnity or otherwise, is excluded by Optus to the extent permitted by law and is governed by the Third Party Usage Terms between you and the Third Party Service Provider.

(b) If Optus is liable to you in connection with the third party on-supplied software or services, whether in contract, tort (including negligence), statute, under an indemnity or otherwise, to the extent permitted by law, Optus excludes liability for Consequential Loss and limits its liability to the price you have paid for the relevant third party software or services right of use, on-supplied by Optus.

8. Intellectual Property
8.1 You must notify Optus immediately after you become aware of any claim of infringement of a third party’s Intellectual Property Rights arising out of your authorised use of the Service and allow Optus (or the relevant Third Party Service Provider) to defend the claim.

8.2 If the Service (including any Products or services provided or manufactured by Third Party Service Providers) becomes, or in Optus’ opinion may become, subject to any claim of infringement of a third party’s Intellectual Property Rights, then Optus (or the relevant Third Party Service Provider) may:

(a) procure you the right to continue to use the Product or service; or

(b) replace or modify the affected Product or service, provided that the performance of the Service is not materially affected.

8.3 You are liable for any Loss suffered or incurred because of your modification or use of any Products in combination with equipment, devices or software not provided by Optus or contrary to instructions provided by Optus.

9. Special Conditions
Your use of the Service

9.1 Optus may monitor your use of the Service to ensure compliance with:

(a) all applicable laws, regulations, standards, classifications, content requirements, schemes and applicable industry codes of conduct in relation to the Service and for the avoidance of doubt, but without limitation, this includes compliance with the Interactive Gambling Act 2001 , the Spam Act 2003 , the Privacy Act 1998 , the Telecommunications Act 1997, the Broadcasting Services Act 1992, the Sender ID Standard and the Scam Code; 

(b) the Third Party Service Provider Acceptable Use policy; and

(c) the Acceptable Use Policy and Fair Go™ Policy applicable to your Service.

9.2 If your use of the Service is not compliant with 9.1 Optus may suspend, cancel, terminate or restrict the Service or impose conditions on the continuance of the Service with immediate effect.

9.3 If Optus reasonably suspects that your Service is being used in connection or in relation to a Scam, we may immediately restrict or suspend your Service.

9.4 Optus is not liable for your use of the Service or any act or omission related to or associated with your use of the Service. You will indemnify Optus and keep them fully and effectively indemnified, against each and every claim made against Optus as a result of your unlawful or negligent use of the Service.

Global Resources and Privacy

9.5 You acknowledge and agree that:

(a) You are solely responsible for ensuring your collection, use, disclosure and any other handling of data (across any form of medium used to collect and handle data) that occurs in relation to your use of the Service (including its storage) and the information provided to individuals about how their data is handled in compliance with the relevant laws (including data protection laws), your regulatory obligations and applicable industry standards in any jurisdiction or country where the Services are supplied, performed or created;

(b) If you collect Personal Information and use the Service to store records of Personal Information, you are responsible for compliance with the Privacy Act 1988 (Cth) and any other laws applicable to the collection and handling of such Personal Information;

(c) In relation to the use of the Service to collect and store records of Personal Information, Optus is not responsible for contacting any individual in relation to collection, use, disclosure or any other handling of the individual’s Personal Information as part of the Service;

(d) Optus will refer to you any matter raised to Optus or by a third party regarding Personal Information related to your use of the Service. You must handle all referred matters at your cost, and you agree to indemnify Optus for all Loss Optus incurs in respect of any claim or proceedings commenced against Optus by a third party including a Regulator, in relation an individual’s Personal Information collected, used, stored or disclosed in relation to your use of the Service.

(e) Optus may use global resources (non-permanent residents used locally and/or personnel in locations worldwide) in providing the Service to you, including escalation of technical support issues where required; 

(f) In using the Service, you and your Personnel consent to disclosure of information relating to you and your use of the Service to the relevant third parties referred to at (e) at locations outside of Australia.

(g) Optus may access your environment, either via direct access onsite or through remote access from any network.

(h) If you breach your customer obligations in the Agreement, each of which is an essential term of the Agreement, Optus may cancel the Service on 14 days’ notice. If Optus cancels the Service and terminates the Agreement during the Committed Term under this clause, you will be liable to pay the Cancellation Fee.

Your Data – access 

9.6 The Optus API Connect Service may utilise infrastructure located within and outside of Australia. In addition, data traffic may be facilitated by a network access link which may have global reach. 

9.7 How you choose to deploy and configure your network connectivity may mean that your data is visible externally and/or can be accessed from outside of Australia, including by support platform staff in locations listed below. Such data may include your name, phone and email.

(a) EEA Countries

(b) Non-EEA Countries: Argentina, Australia, Brazil, Canada, Japan, Mexico, Philippines, Serbia, South Korea, Singapore, the United Kingdom, and the United States.

9.8 While Optus will take care to keep your data, products and applications secure so that they are not visible to unauthorised third parties, to the extent permitted by law, Optus disclaims all liability for any loss, alteration, destruction or disclosure to any third party of any data owned by you or a third party however caused or arising including, without limitation, any delays, interceptions, non-deliveries, misuse and mis-deliveries as a result of any interruption, suspension, or termination of Service, or the contents, accuracy or quality of information received, transmitted, stored or handled through the Service, whether or not the same is attributable to any act, negligence or omission by Optus or its Personnel.

9.9 From the date of suspension or termination of the Service for any reason whatsoever, to the maximum extent permissible by law, Optus will not be responsible for any non-delivery of data or loss of data, howsoever the same may arise. Any data stored or addressed to you may be disposed of by Optus as Optus deems appropriate and you will have no claim whatsoever against Optus in such an event.

9.10 You are responsible for your backing up your data, data recovery and security, unless your Application states expressly, that specific data backup, recovery or security functions are the responsibility of Optus. 

9.11 You acknowledge collection, storage and handling of data can occur from various forms of medium including, but not limited to, call recording, screen recording, email, chat, voice to text, SMS, social media channels, AI channels, meta data analysis.

Export Controls 

9.12 You acknowledge that the software and documentation supplied by us may be subject to export controls under the laws and regulations of the United States, the European Union and other countries as applicable, and the Software may include export-controlled technologies, including without limitation encryption technology. You agree to comply with such laws and regulations and, in particular, represent and warrant that you:

(a) will not, unless authorised by U.S. export licenses or other government authorisations, directly or indirectly export or re-export the Software and Documentation to or use the Software and Documentation in countries subject to U.S. embargoes or trade sanctions programs;

(b) are not a party, nor will you export or re-export to a party, identified on any government export exclusion lists, including but not limited to the U.S. Denied Persons, Entity, and Specially Designated Nationals Lists; and

(c) will not use the Software and Documentation for any purposes prohibited by U.S. law, including but without limitation, the development, design, manufacture, or production of nuclear, missile, chemical biological weaponry or other weapons of mass destruction.

9.13 You agree to provide us end use and End User information upon our request. You will obtain all required authorisations, permits, or licenses to export, re-export or import, as required. You agree to obligate, by contract or other similar assurances, the parties to whom you re-export or otherwise transfer the Software to comply with all obligations set forth in clauses 1.1(a) and 0.

Audit 

9.14 You must keep adequate accounts, documents, and records in sufficient detail to allow Optus to determine your compliance with the Agreement.

9.15 Optus may conduct an audit to confirm your compliance with the Agreement and to enable Optus to meet applicable contractual, regulatory and internal management requirements.

9.16 You must give Optus and its Personnel (including internal and external auditors and advisers) full access at all reasonable times and on reasonable notice:

(a) to data or information in your or your subcontractor’s possession or control other than data or information containing your or your subcontractor’s cost, margins or information of an otherwise financially sensitive nature; and 

(b) to your Personnel for the purposes of obtaining data or information in relation to the Agreement.

9.17 You must give Optus and its Personnel any prompt and efficient assistance that they may reasonably require.

Security

9.18 You are responsible for providing any security or privacy measures for your computer networks and any data stored on those networks or accessed through the Service. Optus will incur no liability to you in relation to any Loss suffered or incurred by you, because of your implemented or lack of implemented security or privacy measures.

10. Minimum Commitment

10.1 This clause 10 applies where your Application (or statement of work) includes a Minimum Commitment. To the extent of any inconsistency, this clause is superseded by any clause that otherwise sets out the operation of the Minimum Commitment elsewhere in the Agreement.

10.2 You must pay Your invoice each month during the Contract Term.

10.3 If this clause 10 applies, all Your accumulated usage over the Contract Term will count towards the Minimum Total Spend Over Contract Term

10.4 At the end of each month, or at the end of each calendar quarter (a calendar quarter ends on 31 March, 30 June, 30 September or 31 December of each year) or at the end of each year (as the case may be) or at the end of the Contract Term, Optus may, at its sole discretion, review your actual spend and the total number of Services you have activated in that period and if the Minimum Commitment is not met by you in that period, a shortfall occurs (‘Shortfall’). 

10.5 You must pay the Shortfall if we charge you the Shortfall in the invoice. 

10.6 Shortfalls are additional to any Cancellation Fee, any fund reimbursement and any other charge or fee.

11. Cancellation Fee
11.1 Where a Service is cancelled during the Committed Term and a Cancellation Fee is payable under the General Terms, you will need to pay us an amount equal to:

(a) any unavoidable third-party costs that will be incurred by Optus, in respect of the Service for the remainder of the Committed Term; plus

(b) any other up-front costs incurred by Optus in the preparation for or in the setting up of the Service or the Agreement; plus

(c) any costs incurred by Optus in the course of the performance of the Service to the date of cancellation,

less:

(d) any fixed costs or overheads which would have been incurred by Optus in any event regardless of providing you with the Service; and 

(e) the extent to which those costs set out in sub-clauses (a), (b) and (c) have already been recouped by payments under the Agreement,

unless a different formula or a specified amount is otherwise expressly provided in the Agreement, including in the relevant Application or statement of work.  

12. Additional Scope
Any request by you to vary the scope of the Service, including for upgrades to the Service to take advantage of new features or functionality or to increase to the number of end points or devices supported by the Service, will be subject to a separate quotation.

13. Definitions
Terms not defined in these Service Family Terms are as defined in the General Terms or the Service Terms, unless inconsistent with the context in which they are used.

Access Link means a data carriage service between your Premise and the Optus Network or Supplier Network used to access the Service.

ACMA means the Australian Communications and Media Authority.

Add-On means a feature additional to the Service, which incurs a specific charge and must be selected by you in your statement of work.
AI means artificial intelligence.

Authorised Representative means your nominated Personnel who are authorised to access the Self-Service Portal, submit Service Requests and make and request changes to your Optus Services, including the defined scope of your In-Scope Services. 

Available Time means 24 hours a day, 7 days per week, 365 days of the year; excluding anytime that the Vonage Communications Platform is unavailable due to the Exclusions.

Business Hours means the hours between of 08:00 and 18:00, Monday to Friday AEST/AEDT excluding national public holidays in Australia.

Contract Term means the period commencing on the Service Start Date and terminating at the end of the period set out in Your Application Form.

Defence Customer means any entity engaged in manufacture or distribution of items or services on the Wassenaar Munitions List.

Device means a device that is identified as being within scope to be managed by Optus as specified in the relevant Statement of Work. 

End User means, depending on the context: 

(a) individuals or businesses who contact You or are contacted by You using the Services; and

(b) A person who uses the Service. 

Government Customer means any kind of government department, agency or entity performing government functions.
In-Scope means the relevant Product, service, or Device to be managed by Optus, as specified in the statement of work. 

Minimum Total Spend Over Contract Term is the agreed minimum amount You have committed to spend over the Contract Term in order to obtain the rates displayed in the product summary and it includes the Yearly Enterprise License Agreement (ex GST). 

MSISDN means the mobile subscriber integrated services digital network number allocated under the Telecommunications Numbering Plan 2025 for use in connection with the Service. References to Number include the plural where relevant.

Scam has the meaning given in section 58AG of the Competition and Consumer Act 2010 and in the context of the Service means a direct or indirect attempt (whether or not successful) to engage a person by way of the Service where it would be reasonable to conclude that the attempt:

(a) involves deception; and

(b) would, if successful, cause loss or harm including obtaining personal information of, or a financial or other benefit from that person, 

Scam Code means the code enforced by the ACMA in relation to the monitoring and prevention of Scam calls and messages, as amended from time to time.

Self-Service Portal means the Optus MyBusiness Portal, unless specified otherwise in the relevant Service Terms.

Sender ID means characters, numbers or symbols (or combinations of characters, numbers or symbols) that appear in place of a MSISDN on a Message.
Sender ID Register has the meaning given in the Sender ID Standard.
Sender ID Standard means the Telecommunications (SMS Sender ID Register) Industry Standard 2025 as varied from time to time.
Service Description means the Service Family Terms and Service Terms applicable to the Service.

Service Family Terms mean the terms applicable to each Service options as set out in Part 1 of this Service Description.

Service Terms mean the terms applicable to each Service option only as set out in Part 2 of this Service Description.

Site(s) means your nominated site location(s) for the delivery, installation and or provisioning of the Service and associated Products.

Service Start Date has the meaning given in clause 0.

Target Service Start Date means the date requested by you and/or estimated by Optus and agreed between the parties, as the target date on which the service is intended to be activated and supplied to you, as specified in the associated statement of work.

Third Party Service Provider means the third party identified in the Service Terms or the relevant statement of work. 

Third Party Product means hardware, software or service which are available for purchase or license from us that are manufactured, developed, or made available by other companies and for use in conjunction with other Optus services. 

Third Party Usage Terms means, in addition to any terms and conditions referred to in the corresponding definition set out in the applicable Service Terms the terms and conditions that you and your End Users must accept when you or your users, login initially and on each subsequent login, to the relevant Third Party Service Provider platform.

Service Terms
Service Option: Optus API Connect

These Service Terms forms part of the Optus API Connect Service Agreement.

The Service Description comprises the following Parts:

· Part 1: Service Family Terms; and

· Part 2: The Service Terms.
The Service Terms are separate terms applicable to each of the Optus API Connect Service options and are to be read in conjunction with both the General Terms and the Service Family Terms.

1. Description of the Service Option

The Optus API Connect Service enables the integration of communication features such as messaging, voice, SMS, chat, video, advanced routing and other type of CPaaS features into your applications and workflows. This is achieved through various APIs provided by a third-party cloud-based platform and a telecommunications service (“the Service”).

2. Licencing

2.1 Optus grants You a limited, revocable, non-exclusive, non-transferable, non-sublicensable licence during the Term to use the documentation, APIs and/or SDKs made available to You to create an original application that interfaces with the Services (“Customer Application”) for the purposes of making the Services available to your customers through the Reseller Application.  

2.2 All intellectual property rights in the Services and the Optus API Connect Dashboard will at all times be owned by Optus or the Third Party Service Provider as applicable. 

2.3 You must obtain and maintain all necessary business licences and approvals to use the Services.

3. Restrictions

3.1 You must not, and must ensure your End Users and any other third party do not: 

(a) transfer, resell, lease, license, or otherwise make available the Services to third parties (except as expressly permitted pursuant to this Agreement);

(b) use the Services in any manner that violates the AUP;

(c) copy, adapt, reverse engineer, decompile, disassemble, modify, adapt or make error corrections to the Services in whole or in part; or

(d) alter, modify, translate, or otherwise create derivative works of any part of the Services, except as may be authorised by specific licensing terms accompanying certain software or software development kits.

3.2 You may not use the Service to contact End Users unsolicited or with communications that contain content in violation of the AUP.

3.3 Optus may monitor your use of the Service to ensure it is for the Permitted Purpose and in compliance with all relevant laws and any directions of Regulators in connection with the Service.

3.4 If you use the Service for anything but the Permitted Purpose, Optus may suspend, Downgrade, cancel, terminate, impose conditions on, or limit the Service, with immediate effect.

3.5 Optus is not liable for your use of the Service, or any act or omission associated with your use of the Service. You will indemnify Optus and keep us fully and effectively indemnified, against each and every claim made against Optus as a result of your unlawful or negligent use of the Service.

4. Service Charges

4.1 The charges for individual API Connect Services are set out in:

(a) Your Application.

(b) The Self-Service Portal; and

(c) The Optus API Content Dashboard. 

5. Liability

5.1 You agree to defend and indemnify Optus against any claim from an authority or non-affiliated third party arising from or relating to: 

(a) End User Content; and

(b) violations of the AUP or applicable law, by You, Your Affiliates or End Users.

5.2 You also agree to indemnify Optus, its Affiliates, its suppliers and third party licensors against any damage or loss caused by Your or End Users’ unauthorised use of the Services.

6. Third Party Products & Services
On Supply

6.1 The Optus API Connect Services include the on-supply of Third Party Products and services. Optus is not the manufacturer of the Products, or the primary provider of these services. To the extent permitted by law, Optus does not offer any warranties for the products or services where Optus is not the manufacturer or primary service provider. The warranties available on third party products and services are as set out in the Third Party Usage Terms.

Third Party Terms

6.2 The Third Party Usage Terms applicable to the Services are set out below:

Privacy Policy, https://www.vonage.com/legal/privacy-policy/ 
Acceptable Use Policy, https://www.vonage.com/legal/communications-apis/acceptable-use/ 

Supplemental Terms for Certain Vonage Services, https://www.vonage.com/legal/communications-apis/supplemental-terms/
6.3 You acknowledge that: 

(a) The Third Party Service Provider may update the Third Party Usage Terms (see 6.2) from time to time. You must ensure Your usage of the Services is compliant with the revised terms and policies.

(b) You have accessed, read and accepted the Third Party Usage Terms and understood that your use of any Third Party Products, Intellectual Property or services is conditional upon your acceptance and compliance with the relevant Third Party Usage Terms;

(c) Optus may be required to keep records of and provide details to the Third Party Service Provider relating to your use of the relevant Products or services and you authorise Optus to do so; 

(d) Optus may cancel your right to use the Third Party Products or services at any time by notice in writing to you, where the Third Party Service Provider ceases to supply the Third Party Product or Service for any reason or if you fail to agree to or comply with the Third Party Usage Terms;

(e) Your use of the Third Party Products and services will involve the collection and processing of data and information, which may include personal information. You, Optus, and the Third Party Service Provider are severally responsible for their respective compliance with the relevant laws relating to privacy. Optus and the Third Party Service Provider will manage such data in accordance with their respective policies and procedures. 

(f) Each Third Party Service Provider is a Third Party beneficiary under this Agreement and may enforce its Third Party Usage Terms and may provide support directly.

(g) Where you use Third Party Products and services that are not on-supplied to you by Optus, you are responsible for ensuring you obtain all necessary approvals and licences to authorise your use of those Products and services are in conjunction with the Service.

(h) From time to time, there may be changes to the third party tools, or certain third party tools may cease to be provided or supported by the relevant third party owners, with the result in each case that Optus may make changes to the manner in which the Services are provided to you.

Open Source Software

6.4 Some portion of the Services might contain Open Source Software. Such Open Source Software might be subject to Open Source Terms applicable for each such portion, as further specified in the Services. 

6.5 Such Open Source Software is supplied to You solely under the applicable Open Source Terms and is not subject to the terms of this Agreement. 

6.6 For the avoidance of any doubt, except as may follow from any applicable Open Source Terms, You agree that You have no rights under this Agreement to, and may not under any circumstances use or license, the Services and/or any derivatives thereof such that they become subject to any Open Source Terms.

7. Incident Management

Service Level Targets 

7.1 Optus will use reasonable endeavours to ensure that the Service is available 99.8% of the Available Time within a given month.

7.2 The Service Level set out below in Table 1 is indicative of the planned availability of the Service and the Optus Network and is not a guarantee of availability of the Service to you.

7.3 There are no service rebates applicable to the Service.

Table 1: Optus API Connect Service Levels

	Priority
	Response Target
	Operational Hours

	1 - Critical 
	within 30 minutes of being logged at the Optus Service Desk.
	Business Hours

	2 - High
	within 4 hours of being logged at the Optus Service Desk.
	Business Hours

	3 - Medium
	within 24 hours of being logged at the Optus Service Desk.
	Business Hours

	4 - Low
	within 24 hours of being logged at the Optus Service Desk.
	Business Hours


Incident Prioritisation – Impact and urgency

7.4 Impact Assessment 
Optus categorises Incidents based on the impact and urgency of the Incident. The combination of urgency and impact determine the priority of the Incident resolution activities.  
Optus will assess the Impact of an Incident using the criteria in the table below: 

	IMPACT 
	DEFINITION 

	1 – Enterprise  
	Whole organisation (or multiple sites) are impacted by;  
An outage or substantial reduction in a voice, mobile, data or ICT service.  
Complete loss of a business-critical application or system. 
Failure of a service that results in less than 100% compliance with regulatory requirements.  

	2 – Site / Department  
	Whole site (or multiple business units within a site) are impacted by;  
An outage or substantial reduction in a voice, mobile, data or ICT service.  
Partial loss or any impact to a business-critical application or system. 

	3 – Multiple Users 
	Whole business unit (or whole team within a business unit) are impacted by;  
An outage or substantial reduction in a voice, mobile, data or ICT service. 
Complete or partial loss of a non-core business application or system.  

	4 - User 
	One or more users (but not a whole team) are impacted by;  
An outage or substantial reduction in a voice, mobile, data or ICT service. 
Complete or partial loss of a non-core application or system. 
An issue related to a user request or information query.  


Table 2: Impact Assessment 
7.5 Urgency Assessment 

Optus will assess the Urgency of an Incident using the criteria in the table below: 

	URGENCY 
	DEFINITION 

	(1) Critical 
	Urgent response and immediate action is needed because;  
· The impact will increase quickly over time placing the business at risk of incurring further loss or damages.  

· No workaround is available and those affected are unable to do any work. 

· Business critical and time sensitive work cannot be completed.  

The user(s) is\are designated VIP(s) 

	(2) High 
	Quick response or action is needed because;  
· The impact is expected to gradually increase over time. 

No workaround is available but those affected are able to do other work.  

	(3) Average 
	Response can be scheduled because;   
· Action can be completed within normal service levels by next available resource. 

Workaround is available and those affected are able to continue work.  

	(4) Low 
	Response can be scheduled for a later time because;   
· Action is not time critical and can be completed when resources are available.  

Workaround is available and it does not affect normal work.   


Table 3: Urgency Assessment 
7.6 Incident Classification 
Based on the Urgency and Impact, Optus will determine the Priority of an Incident using the matrix in the table below: 

	PRIORITY 
	IMPACT 

	
	1. Enterprise
(Extensive/
Widespread) 
	2. Site / Dept.
(Significant/
Large) 
	3. Multiple users
(Moderate/
Limited) 
	4. User
(Minor/
Localised) 

	Urgency
	1. Critical
	1. Critical 
	1. Critical 
	2. High 
	2. High 

	
	2. High
	1. Critical 
	2. High 
	2. High 
	3. Medium 

	
	3. Average
	2. High 
	3. Medium 
	3. Medium 
	4. Low 

	
	4. Low 
	3. Medium 
	3. Medium 
	4. Low 
	4. Low 


Table 4: Incident Classification Matrix 
8. Acknowledgements

You must comply with the following obligations:

Administrator Account

8.1 The initial user account created for the Customer on the Optus API Connect Dashboard is an administrator account that, among other things, possesses the ability to create other administrator accounts and grant access to API keys and secret keys.

8.2 You acknowledge that You are solely responsible for any usage of the administrator account on the Optus API Connect Dashboard and will put in place reasonable structures and procedures to prevent any unauthorised access or use to the administrator account.  

8.3 Optus will not be liable for any Loss arising from unauthorised usage of, or access to, the administrator account.

Customer Resources

8.4 You must nominate at least two (2) authorised operational users (“Authorised Representatives”) unless specified otherwise in your Application. 

8.5 Each Authorised Representative will have access to your Optus API Connect Dashboard and are authorised by you to provide information and request and accept moves, adds or changes to your Service.

8.6 You must ensure that your Authorised Representatives manage new user login set up and the removal of terminated users.

8.7 Optus is not required to respond to requests from anyone other than the Authorised Representatives and will not be liable for any Loss arising from non-compliance with any requests made by persons who are not authorised operational contacts. 

8.8 You may change your Authorised Representatives by giving notice to Optus providing all relevant contact details, required by Optus. You must ensure you notify Optus to remove terminated Authorised Representatives.

8.9 You must ensure that your End Users are aware of the scope of the Services and the related procedures defined by Optus’ documentation or notified by Optus.

Service Exclusions

8.10 You acknowledge that in addition to the Service Exclusions, we are not responsible for a failure to meet a service level where: 

(a) the failure is caused because you did not backup your data or the data becomes corrupt as part of a backup;

(b) you fail to comply with a request from us to maintain sufficient capacity for your workloads;

(c) the failure relates to your operation of an application that is not In Scope on the service platform component, that is included in relevant Service, and which is not version “n-1” or later; or 

(d) you fail to maintain the required level of product support and maintenance for product or services that are not In-Scope.
8.11 where the failure relates to the failure to implement equipment refreshes and install upgrades to software as and when required in respect of the equipment or systems utilised or accessed by the In-Scope Service(s), which are necessary to meet the vendor support conditions and In-Scope Service capacity requirements for the relevant equipment, system, or solution;

8.12 in the event of any incident or alarm being raised, the failure relates to non-compliance with all reasonable requests made by Optus including, if requested, resetting, or rebooting your equipment; and

8.13 If you fail to meet, or delay in meeting, any of your obligations under the Agreement (including by providing any information that is incorrect or incomplete), and that failure or delay impacts on Optus’ ability to provide the Service, or causes Optus to incur additional cost or perform services outside the scope of the Agreement, then Optus:

(a) will be relieved of its obligations in respect of Service Level Targets to the extent caused by your failure to meet your obligations.

(b) may increase the Service charges or charge you for additional services provided on a time and materials basis (plus any applicable travel and expenses);

(c) may amend the project timelines or due date for performance; and

(d) may exercise any other rights available to it under the Agreement.

9. Special Conditions

9.1 You warrant that You are not a Government Customer or Defence Customer and will not use the Services for any governmental or military end-use.

9.2 You must not use the Service to use or access Contact Centre services, as described at https://www.vonage.com/contact-centers/ (“CC Services”);

10. Additional Services

10.1 Additional Services are subject to the additional charges as set out in your Application and the terms and conditions set out in the relevant Appendices to this Service Description.

10.2 API Starter Pack helps customers plan, build, and launch their applications quickly. It includes a discovery workshop to analyse business needs, a managed deploy service for technical support, and a code review to optimize code. 

10.3 Accelerate Services Pack is designed and delivered by our Communications APIs experts to help you plan, build, and launch differentiated applications on time. Choose the mix of services that is right for you and gain the benefit of our experience to accelerate your success.

10.4 Advanced Network APIs enable enterprises to access real-time network insights and capabilities, enhancing security, compliance, and customer experience. These APIs support various use cases such as fraud prevention, location verification, and customized connectivity. Designed to align with global standards, they provide a scalable framework for current and future API needs, allowing businesses to leverage advanced 5G features for optimized operations and service differentiation. Refer to Appendix A.

10.5 Trusted Calling is an enterprise communication feature that enables branded and verified outbound calls via WebRTC and SIP trunking. It displays a company’s name, logo, and call context text, along with an “Optus Verified” message, depending on the mobile application deployment. The solution integrates with most contact centre systems, enhances inbound and outbound call experiences, and provides analytics for improved communication insights. Refer to Appendix B.

11. Invoicing
Invoicing will be conducted in accordance with the General Terms. If Your account is converted to post-paid from pre-paid, You will lose any remaining free credit/coupon credit and will be credited back any pre-paid usage to prevent double billing.

12. MNP Code and MSISDN

12.1 You may use an MSISDN in connection with the Service. 

12.2 You must only use a MSISDN in connection with the Service that you have a right to use. You must provide Optus with details of all MSISDNs that you propose to use in connection with the Service. 

12.3 Optus will confirm when a MSISDN has been configured for your use with the Service. You must at your own cost test the configuration and functionality of the MSISDN with the Optus Network and, your use of the Service. If you do not inform Optus with two (2) Business Days whether you accept the MSISDN, you will be deemed to have accepted the configuration and functionality of the MSIDN.

12.4 You acknowledge that Optus retains all rights to the MSISDN and that you are not a customer for the purpose of the MNP Code and that the MSISDN used as part of the Service have not been issued to you. 

12.5 If the Service is cancelled, you have no right or entitlement to any MSISDN and Optus retains all right to use and distribute all MSISDN.

12.6 This clause 12 will continue to apply after the termination of the Service and/or the Agreement.

13. Sender ID

13.1 Optus is obliged to provide you with certain information under the Sender ID Standard; you acknowledge receipt of this information which is outlined in Appendix 2.

13.2 You must provide Optus with details of every Sender ID that you propose to use with the Service for Optus to assign it to the MSISDN used in connection with your Service.

13.3 You acknowledge and agree that:

(a) you may not use a Sender ID if it is not registered on the Sender ID Register; 
(b) registration is subject to the requirements of the Sender ID Standard, as outlined in Appendix 2;

(c) you will provide Optus with such information as is reasonably required to complete the registration of your Sender ID; 

(d) you are liable for any fees or charges payable to ACMA for the registration of your Sender ID; and
(e) you will comply with any direction from Optus to provide information relating to Sender IDs.

13.4 You warrant that any information you provide to Optus with respect to Sender IDs is accurate.
14. Emergency Call Access 

You warrant that:

14.1 You understand that the Optus API Connect Service can only be provided in conjunction with another voice carriage service (a Secondary Service);

14.2 As at the time of signing this Service Description, You have a Secondary Service, either provided through Optus or through another carrier or carriage service provider, and that to the extent the Secondary Service is provided by a third party, You will provide Optus with written evidence demonstrating this, prior to commencement of the Services;

14.3 You understand that the Optus API Connect Service includes the capability to support emergency call access (000/112) to emergency services through a Secondary Service;

14.4 You understand and agree that all emergency calls must be connected only through the Secondary Service; and

14.5 You will ensure that your integrated systems and applications maintain functionality for emergency calls, and that You will configure and verify that 000/112 emergency calls can be successfully made through the Secondary Services in conjunction with the API Connect Services.  

15. Definitions

Terms not defined in these Service Terms are as defined in the General Terms or the Service Family Terms, unless inconsistent with the context in which they are used.

Affiliates mean any entity which directly or indirectly controls, is controlled by, or is under common control with the subject entity. “Control” for purposes of this definition, means the direct or indirect ownership or control of more than fifty percent (50%) of the voting interests of the subject entity.

AUP means the Third Party Service Provider acceptable use policy located at, https://www.vonage.com/legal/communications-apis/acceptable-use/
End User Content means any content transmitted by the End User via the Service;
Fault and Incident mean an event which causes disruption or degradation to the Service. 

Impact means a measure of the effect of an Incident as determined by reference to the relevant tables set out in Table 1.

Priority means the classification of an Incident which is calculated by the Service Desk based on the Impact and Urgency of an Incident.

Response means the time between You notifying Us of an Incident or service request and Us acknowledging receipt. 

Optus API Connect Dashboard means the Optus API Connect Service portal used to supply and access the Services. 

Third Party Service Provider means Vonage Australia Pty Limited and its Affiliates.

Third Party Usage Terms has the meaning given to it in clause 6.2. of these Service Terms.
Urgency means the required speed of addressing an Incident based on its time sensitivity. 

Appendix 1
Trusted Call Appendix to API Connect Service Description

1. Optus API Connect Service Description
This Trusted Call Appendix should be read in conjunction with the Optus API Service Description. If there is conflict between the terms and conditions of the Optus API Service Description and this Trusted Call Appendix, this Trusted Call Appendix will have precedence.

2. Service Overview
2.1 Trusted Call is an enterprise communication feature that enables you to make branded and verified outbound calls via WebRTC and SIP trunking (the Service).

2.2 The Service: 

(a) can display a brand and/or call context text label and an “Optus Verified” message depending on your mobile application deployment design;

(b) supports both static and dynamic call branding, allowing you to customise caller identity and call purpose messaging;

(c) integrates with existing business communication systems.

3. Service Options
3.1 The Service provides the following capabilities:

(a) Static Call Contexts: Default text (e.g. “Customer Support”) displayed on receiving phones when the call is sent from specific numbers.

(b) Dynamic Call Contexts: Real-time, context-specific text (e.g. “Your Loan #12345”) displayed on receiving phones when the call is sent from specific numbers.

(c) WebRTC Call Routing: High-quality, branded calls delivered over WebRTC instead of traditional networks.

4. Service Features
4.1 The Service includes the following components:

(a) Trusted Call Register: Manages enrolment, billing, and call context storage for numbers.

(b) Performance Monitoring: Tracks call delivery and answer rates.

(c) Support and Reporting: Tools for You to raise issues and access usage data.

(d) Security: Employs OAuth 2.0, mTLS authentication and encrypted data handling.

5. Service Provisioning
API Connect Service Setup

5.1 You must provision the Optus API Connect service, as follows:

(a) Generating and securely managing API credentials (API Key and Service ID) via the Optus API Connect Dashboard.

(b) Establishing authenticated access to the Trusted Call APIs, including User Management, Admin, Reporting and Dynamic Call Context Injection (DCCI) APIs.

(c) Ensuring mutual TLS (mTLS) and IP whitelisting are configured for secure communication between the Customer’s backend systems and Optus platforms.

Trusted Call Service Enrolment

5.2 Optus will validate your SIP trunk configuration and originating service numbers to ensure compatibility with the Trusted Call routing logic. Once validated:

(a) The Trusted Call service will be enrolled into the Optus network.

(b) Smart routing will be configured to enable In-App voice delivery via your mobile application.

(c) Branding elements such as your logo and Call Context (static or dynamic) will be provisioned for display during call attempts.

Service Commencement

5.3 The Service Start Date is deemed to occur on the earliest of the following:

(a) The go-live date for the Service, as formally notified by Optus to you or its Authorised Representatives;

(b) The date Optus first enables access to the Trusted Call service for your end-users via the mobile application;

(c) The date you or your end-users first access or consume any component of the Trusted Call service (e.g. API usage, call delivery); or

(d) Where the Service is delivered in phases or milestones, the date of commencement of the first phase or milestone.

6. Service Management
You must report faults related to the Service promptly to Optus. The resolution process follows the standard Service Level Targets set out in the API Connect Service Description.

7. Software, Systems, and Equipment
You may only use the Service with your existing Optus API Connect Service access.

8. Service Limitations and Your Acknowledgement
8.1 We do not store B-party opt-in data. This is managed by you and our third-party service provider.

8.2 The Service is limited to use with fixed-line A-party numbers. Mobile support may apply to future releases.

8.3 You acknowledge that, while the Service is designed to be secure, there is a residual risk of malicious brand spoofing by third parties.

9. Your Obligations
9.1 You must ensure that all enrolled numbers and call contexts and context text comply with all applicable laws and regulations.

9.2 You must obtain your customers’ opt-in to receive Trusted Call calls before you make Trusted Call calls to them.

9.3 You must make reasonable efforts to protect the security of your end users using the Service, including by clearly informing them about the potential for third party applications to impersonate or replicate Trusted Call calls and by monitoring unauthorized use of your name, trademarks and logo.

10. Billing and Invoicing
10.1 We will bill you for the Service in accordance with the Optus API Connect Service Description. 

10.2 The following charges for use of the Service will apply:

(a) Per-number enrolment fees.

(b) Usage-based fees for Dynamic Call Contexts.

(c) Monthly subscription fees for Reports and Admin APIs.

11. Service Levels
11.1 The service levels set out in the Optus API Connect Service Description apply to the Trusted Call Service. The service levels for Trusted Call below also apply to the service levels set out in the Optus API Connect Service Description.
	Product Service Capability
	Availability Time
	Restoration Time (maximum) 

	Trusted Call Core Function: 

· Call Routing

· Mobile App Call Setup

· Mobile App User Registration
	98%
	Not Available

	Trusted Call Service Observability through Reporting API
	75%
	Not Available

	Trusted Call Dynamic Call Context Feature through DCCI API
	99.9%
	Not Available

	Trusted Call Self Service Capability through Admin API

· Bypass or Activate Trusted Call Service per originating number

· Updating the Static Call Context
	99.9%
	Not Available


12. Security
12.1 The Service complies with Optus security standards, including DDoS protection, encryption, and tokenised authentication.

12.2 We will process and store your data securely and in accordance with Australian privacy laws. 

12.3 The Service, including the BCS Server, is hosted in AWS Australia. All your end user personal information processed by the Service remains within Australia and is not accessed or handled offshore. Offshore personnel involved in support and billing functions only access or interact with administrative data related to the API Connect platform.

Eligible Data Breaches

12.4 For the purposes of this clause 13, Eligible Data Breach has the meaning given to that term in the Privacy Act 1988 (Cth).

12.5 You agree and acknowledge that in using the Service and performing this Agreement, you have a duty to prevent an Eligible Data Breach from occurring under the Privacy Act 1988 (Cth). 

12.6 If you have reasonable grounds to suspect or are aware that there has or may have been an Eligible Data Breach in the course of you using the Service, you must:

(a) within two Business Days notify Optus, and provide details of the Eligible Data Breach or suspected Eligible Data Breach;

(b) provide Optus with any reasonable assistance requested by Optus to manage any consequences for Optus or any other person of that Eligible Data Breach or suspected Eligible Data Breach; 

(c) comply with the notification obligations set out in the Privacy Act 1988 (Cth);

(d) take all steps to remedy an Eligible Data Breach;

(e) take all steps to mitigate against re-occurrence of the Eligible Data Breach or suspected Eligible Data Breach; and

(f) comply with all reasonable directions given by Optus issued pursuant to Optus’ obligations under the Privacy Act 1988 (Cth) regarding the Eligible Data Breach or suspected Eligible Data Breach.

12.7 This clause 12 (Security) survives the termination of this Agreement.

13. Privacy
13.1 You must comply with all privacy Laws (including the Privacy Act, Australian Privacy Principles and any applicable registered Australian Privacy Principles made under the Privacy Act) in respect of the collection, use, storage, or disclosure of Personal Information, including by informing your customers that dynamic call context information will be shared with Optus.

13.2 In connection with your use of the Service, you warrant and agree that: 

(a) You have obtained and continue to hold all consents required in respect of your collection, use, storage, or disclosure of Personal Information; 

(b) You have effective processes in place to identify vulnerable individuals and groups and have controls in place to mitigate the risk of harm to these people; 

(c) how you use the Service has been solely determined and approved in accordance with your organisation’s processes and policies; and

(d) Optus has no role in or responsibility for your use of the Service.

Appendix 2

1. Sender ID

(a) Part 24B of the Telecommunications Act 1997 provides for the establishment of the SMS Sender ID Register (the Register); 

(b) From 1 July 2026, if a sender identification message is sent which includes a sender identification that is not registered in the Register, the sender identification message will be labelled as ‘Unverified’;

(c) If an entity wishes to send sender identification messages, it must register its sender identification in the Register and ensure that it uses one or more participating telecommunications providers to send the sender identification messages;

(d) The following types of entities can be approved to make applications to register sender identifications in the Register:

(i) an individual;

(ii) a body corporate;

(iii) a corporation sole;

(iv) a body politic;

(v) a government entity (within the meaning of the A New Tax System(Australian Business Number) Act 1999);

(vi) a partnership;

(vii) any other unincorporated association or body of persons;

(viii) a trust;

(ix) a superannuation fund (within the meaning of the Superannuation Industry (Supervision) Act 1993);
(e) For an entity to be able to have its sender identification registered in the Register, the entity must demonstrate that it has a valid use case for the sender identification;

(f) An entity can make an application to register its sender identification in the Register through a participating telecommunications provider that is an originating telecommunications provider. A list of all participating telecommunications providers that are originating telecommunications providers will be made available on the ACMA’s website;

2. Entities with an ABN

(a) An entity with an ABN can make an application to register its sender identification through any participating telecommunications provider that is an originating telecommunications provider, or a partner of a participating telecommunications provider. In order to obtain approval to make such an application:

(i) the person making the request for the entity must be listed as an authorised contact for the entity on the Australian Business Register, or be otherwise authorised by that entity; and

(ii) the person making the request must pass an identification check; and

(iii) the person making the request must agree to the Register’s terms of use;

Note: These requirements will be included in a determination made under section 484L of the Act.

(b) Once the provider has made the application for registration of the sender identification on behalf of an entity, the person making the request for the entity will receive instructions from the ACMA about how to access the Register;

(c) Once the entity is approved by the ACMA, the entity will be able to confirm the registration of the sender identification;

Note: The requirements in paragraphs (h) and (i) will be included in a determination made under section 484L of the Act.

(d) Any cost for registering a sender identification, including any ongoing annual charge;
(e) Once the entity’s sender identification is registered, the entity can authorise other participating telecommunications providers to send messages using that sender identification;

(f) An entity with an ABN can also register its sender identification through an originating telecommunications provider that is a certified telecommunications provider;

3. Entities without an ABN

(a) An entity without an ABN can only make an application to register its sender identification through an originating telecommunications provider that is a certified telecommunications provider or a partner of a certified telecommunications provider. That provider or partner will conduct similar checks to those outlined in paragraph (g);

(b) An entity without an ABN that makes an application to register its sender identification through a provider or partner of the kind referred to in paragraph (m) will not be able to gain access to the Register.
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